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Agenda
. Office 365

- Replace Your Ride
- EGIS Open Data Portal
- Cyber Security




Office 365

. Access from Anywhere Anytime
- Qutlook, Word, Excel, PowerPoint

- Collaborate in Real Time

- Available on Multiple Platforms Including Mobile
- E-Discovery of Email and Files

- Reduces Internal Email Servers

- 99.9% Guaranteed uptime




Office 365

- Qutlook
- 50 GB storage
« Increased collaboration

OneDrive
- Personal file storage
- Agency file storage
- File sharing capabilities

SharePoint
. Create internal websites with collaboration

OneNote
- Digital note taking

Office

- Access to the latest version of Office
- Collaborate simultaneously
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SOUTH COAST AIR QUALITY MANAGEMENT DISTRICT
REQUEST FOR PROPOSALS

DATA CABLING INFRASTRUCTURE UPGRADE
RFP #P2017-XX

This is mark editing. SCAQMD requests proposals for the following purpose according
to terms and conditions attached. In the preparation of this Request for Proposals
(RFP) the words "Proposer," "Contractor," and "Consultant" are used interchangeably.
This is Ron editing.

PURPOSE

The purpose of this RFP is to identify and select vendor(s) capable of providing the
SCAQMD with the most cost-effective fiber data cabling infrastructure upgrade.

INDEX — The following are contained in this RFP:

Section IBackground/Information
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Replace Your Ride (RYR)
Highlights

- Removes high polluting vehicles from roads

- $21.5 Million spent to date

- Approximately $25 Million in funding available
. Provides up to $9,500 in incentives

. Targeted to low income & disadvantaged
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aaMb RYR Web-Based Application
k ’, ‘ - Phase 1: Start June 2016 — Go live June 2017
1. Online application submittal

2. Online application processing

Incentive Estimator

Check Your Eligibility

Phase 2: Start July 2017 — in production February 2018
1. Fund Management
2. System Administration
3. Management reporting

Check Your Eligibility




RGMD RYR Application Highlights

Reduces fime 10 process iINnCentives | @xaiis i repiace vour ride
Application m Need Help? (8 (844)797-2223 (Tussdzy - Friday, 7.00 2.m. to 530 p.m)

User experience

Ease of use
Reduce application & processing time

Applicants can check status

Increase evaluation efficiency
Work flow automation & checklists




Filing an application is as easy as:

Retiring Vehicle Information

VIN (vehicle Identification Number)* € Vehicle License plate * Odometer Reading * ©

Vehicle Make Year * @ Vehicle Make * @ Vehicle Model * @

Select Make Year Select Select

Vehicle Powered by*

Select Technology Type

Replacement Option

| am seeking to retire the vehicle described above and wish to obtain * @

Select Replacement Option

How did you learn about the program * @

Select Referred




Replace Your Ride Next Steps

- Cloud-based implementation

- Multi-Tenancy use
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EGIS Open Data Portal

- Publish GIS Information for Public Access

- Facilitate Information Access and Discovery by the Public
and other Agencies

- Map Data (Feature Layers)
- Web Maps

- Develop New Applications and Solutions
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South Coast

AQMD

@ scaamD

e

C | ®

EGIS Open Data Portal Demo

data-scagmd-online.opendata.arcgis.com

X

@ SCAQMD Open Data Portal

Welcome! This is SCAQMD's public platform for exploring and downloading open data, building apps, and engaging to
solve air quality issues. Open data demonstrates SCAQMD's commitment to transparency, engagement and
collaboration. The South Coast AQMD believes all residents have a right to live and work in an environment of clean air

and is committed to undertaking all necessary steps to protect public health from air pollution, with sensitivity to the

impacts of its actions on the communityand businesses.
-



Agenda
. Office 365

- Replace Your Ride
- EGIS Open Data Portal
- Cyber Security

15



Cyber Security

- Is Everyone’s Responsibility
- $2 Million Cybersecurity Insurance per Member, $25 Million Aggregate

- Threats
- Social Engineering
elifigle]
Phishing, Spear Phishing, Whale Phishing
- Pretexting
- Quid Pro Quo
- Spam
- Tailgating
- Hacking
- Ransomware
- Viruses
- Email Threats
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Cyber Security

Incoming Email Statistics
(last 30 days)
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Cyber Security

Incoming Email Staftistics
(30 day average)

Clean
21%

Blocked

79%




Select Data Breaches

ESIZE |' DATA SENSITIVITY | (- SHOW FILTER | R
- BN - Accidentally

. . pUinShed

Swedish
Transport
Panerabread ® Agency [ ]

Inside job

- Poor security

Aadhaar

1000000000

Aadhaar

www.informationisbeautiful.net/visualizations/w
orlds-biggest-data-breaches-hacks/ 19




Cyber Security and Technology Risk Plan

- Current Security Has Some Strengths but also Some
Weaknesses

- Developed a Program of Three Project Groups
- Data Loss Prevention
- Security Awareness Training
- Network Monitoring Improvement

- Benefit Is That Our Risks Will Be Within Our Tolerance
- Phased over Time

- Execution Governance Will Be Standard (IT Steering
Committee)
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Questions?
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